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Disclaimer
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This framework has been prepared by VMC Management Consulting Pvt. Ltd., a premier
business consulting house in India. The content of the framework is designed with the
information provided by Bengal Chemicals and Pharmaceuticals Limited (BCPL), which we
believe to be correct at the time of updating. However, VMC Management Consulting Private

Ltd., its directors or employees warrant that the information is correct.

i

dodddoe e o

-

Information listed in various parts of the framework is as per the data provided by BCPL as
information only. Users should check with BCPL for full details prior to making any decisions

regarding the same.
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1. OVERVIEW

Risk arises out of uncertainty; it is the exposure to the possibility of such things as economic
or financial loss or gain, physical damage, injury or delay, as a consequence of pursuing
course of action. The concept of risk has two elements, the likelihood of something
happening and the consequences if it happens!

Risk can arise from internal or external sources and may include exposure to such things as
economic or financial loss or gain, physical damage, failure of a project to achieve its target,
consumer dissatisfaction, unfavourable publicity, and a threat to physical safety or breach of
security, mismanagement, failure of equipment/plants, sub-standard product or fraud etc.

It is necessary that risk should necessarily be avoided. If managed effectively, risk(s) also
allows BCPL to seize opportunities for improving products, and business growth. Risks can )
be categorized according to goals, objectives or outcomes in reference to the business plans 6!
of BCPL. At the highest level they represent risks to the organization in not being able to
achieve the projected corporate/business plan and consequences arising thereof.

1.1 Introduction

The purpose of this Policy is to ensure that each of you is aware of BCPL’s standards
for risk-taking while conducting business and to provide an easy — to - access guide any
time you have aquestion. Like every business, BCPL faces numerous risks.

R

g

These risks have the potential to disrupt achievement of BCPL’s strategic and
operational objectives. BCPL aims to use risk management to take better informed
decisions and improve the probability of achieving its strategic and operational
objectives.

o
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1.2 Corporate Governance

BCPL is required to include in its annual financial statement a statement on internal

control, including how the following broad principles of corporate governance have
been applied:

1.2.1 The identification and management of risk should be a continuous process linked
to the achievement of BCPL’s objectives.

"o e 0N HNH WO

1.2.2 The approach to internal control should be risk based including one valuation of
the likelihood and impact of risks becoming a reality.

1.2.3 Review procedures must cover business, operational and compliance as well as
financial risk.

Q
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12.4 Risk assessment and internal control should be embedded in ongoing operational
procedures.

1.2.5 The governing body or relevant committee should receive regular reports during
the year on internal control and risk.

1.2.6 The principal results of risk identification, evaluation and management review of
its effectiveness should be reported to, and reviewed by, the governing body.

127 The governing body acknowledges that it is responsible for ensuring that a sound
'system of control is maintained and that it has reviewed the effectiveness of the

above process.

1.2.8 Where appropriate, set out details of actions taken or proposed, to deal with
significant internal control issues.

1.3 Objective of Risk Management Policy

Every business has risk associated with it. Every decision taken has some risk involved.
This is more so in Public Sector which is currently changing rapidly with more
autonomy and more decision making delegated down the line. Hence there is a need to
define the risks in the business, evaluate them and document their possible impact. Such
evaluation of risks involved needs to be factored in while taking the decision. This
policy is a formal acknowledgement of the commitment of BCPL to risk management.

The objective of the Risk Management Policy is:

13.1 To define a framework for identification, evaluation and mitigation of risk in the
decision making process of the business of BCPL.

1.3.2 To protect BCPL from those risks of significant likelihood and consequences in
the pursuit of BCPL’s stated strategic goals and objectives.

1.3.3 To encourage pro-active rather than re-active management.

134 Provide assistance to and improve the quality of decision making throughout the
organization.

1.3.5 Assist in safeguarding BCPL’s assets: people, finance, property, goodwill and
reputation.

13.6 To formalise and communicate a consistent approach to managing risk for all the
activities of BCPL and to establish a reporting protocol.
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Note: Implementation of this policy will only facilitate better management of risk not
its elimination. The aim of the policy is not to have risk eliminated completely from
the activities of BCPL, but rather to ensure that every effort is made by BCPL to
manage risk appropriately to maximise potential opportunities and minimise the
adverse effects of risk.

1.4 Policy Statement

BCPL considers risk management to be fundamental to good management practice and
a significant aspect of corporate governance. Effective management of risk shall provide
an essential contribution towards the achievement of BCPL’s strategic and operational
objectives and goals.

1.4.1 Risk management is an integral part of BCPL’s decision making and routine
management, and is incorporated within the strategic and operational planning
processes at all levels across BCPL.

1.42 Risk assessments is conducted on new ventures and activities, including products,
processes, systems and commercial activities to ensure that these are aligned with
BCPL’s objectives and goals.

1.4.3 Any risks or opportunities arising from these assessments are identified, analysed
and reported to the appropriate management level.

1.44 BCPL maintains a strategic risk register.
1.4.5 BCPL is committed to ensuring that all staff is provided with adequate guidance

and training on the principles of risk management and their responsibilities to
implement risk management effectively.

1.4.6 BCPL shall regularly review and monitor the implementation and effectiveness of
the risk management process, including the development of an appropriate risk
management culture across BCPL. '

1.5SCOPE / Application of Policy

Risk is an inherent aspect of all business activities. Sound risk management principles
must become a part of routine management activity across BCPL.

This policy is applicable to the Corporate Office, Factories and Depots of BCPL. It shall
also apply to any other entities that may be under the control of the management of
BCPL.

1.6 Approach

BCPL’s approach to risk management follows several key principles:
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1.6.1 The Risk Management process is as user friendly as possible and adds value. For
this reason considerable effort has been put into keeping the process as simple as
possible.

1.6.2 BCPL seeks to embed risk management across all verticals but its immediate aim
is to ensure that it is embedded in BCPL’s higher management group and all key
executives.

1.63 The aim is to marry top down and bottom up assessments.to produce a
comprehensive picture of risk across all activities of BCPL.

1.64 A key focus of the risk management process is the concentration on control
improvements to mitigate significant risks, however there is a need to balance the
cost and the effectiveness of the controls; for example where marginal
improvements in control require substantial costs, the proposal may be unviable.

1.6.5 Upward reporting of risk ensures that significant risks are reported and closely
monitored on a regular basis at the appropriate level.

1.7 Definitions
1.7.1 Risk

Risk is the chance of an event occurring which will have an impact on the
achievements of BCPL’s objectives and adversely impact its performance. Risk is
measured in terms of consequences and likelihood.

Risk exists as a consequence of uncertainty and is present in all activities
whatever the size or complexity and whatever industry or business sector. It is
important to understand that risk is a broader concept than the traditional view of
merely. a threat. It also recognises the risks of taking or not taking opportunities.

'y
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1.7.2 Risk Includes

It includes Threats (damaging events) which could lead to failure to achieve
objectives. Opportunities (challenges) which if exploited could offer an improved
way of achieving the desired objectives but which could potentially have negative
impacts. BCPL considers all types of risk it faces, strategic, operational, financial,
reputational, and regulatory and compliance risks. Clause 2.2 gives a list of the
different categories of risks.

——— o~

1.7.3 Risk Assessment

This comprises of the overall process of risk analysis and risk evaluation. It
comprises of identification of risks, analysis of risks, assessment & evaluation of
risk.
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1.7.4

1.7.5
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Risk Manugement Pohicy

Risk Management

This refers to the processes, structures and the change in culture that is to be
affected in order to carry out effective management of potential opportunities and
minimizing of adverse impacts within the environment of the organization.

Risk Management Process

This pertains to the systematic application of management policies, procedures,
and practices to the task of establishing the context, identifying, analysing,
evaluating, treating, monitoring and communicating risk.
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Disclaimer

This framework has been prepared by VMC Management Consulting Pvt. Ltd., a premier business
consulting house in India. The content of the framework is designed with the information provided
by Bengal Chemicals & Pharmaceuticals Ltd. (BCPL) and information available in public
domain, which we believe to be correct at the time of updating. However, VMC Management
Consulting Private Ltd., its directors or employees can’t be held liable for the validity of the
information provided.

Information listed in various parts of the framework is as per the information as provided by
BCPL (as information only). Users should check with BCPL for full details prior to making any
decisions regarding the same. VMC Management Consulting Pvt. Ltd. will not be liable for any
loss, damage, cost or expense incurred or arising by reason of any person using or relying on
information in this framework.
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Risk Management Pohicy

1. TYPES OF RISKS AND ITS MANAGEMENT

1.1 What is Risk Management

Risk Management is the systematic application of management policies, procedures and
practices to the task of identifying, analysing, assessing and monitoring risk.

While it is true that there is no such thing as risk free management or risk free decisions,
there may be many risks that can be avoided, reduced or eliminated ghrough good risk
management. It may be mentioned that good risk management also takes advantage of
opportunities while analysing and dealing with risks.

Risk Management is an explicit tool for business management through which
management can identify, evaluate and manage both risk and opportunities. It is a
logical and systematic process and should be integrated into the decision making
process.

Good risk management is forward looking and helps improve decisions. It is not only
about avoiding or minimizing risks but also about seizing opportunities. It is a powerful
tool for public sector managers to take well thought out, logical decisions with the risk
aspects well documented.

Identifiy
risks

Risk assess {
& analyze

Plan
action
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1.2 Types of Risks
Risks can be categorized into following areas: )
1.2.1 Strategic Risks M
O

These risks relate to the risks to BCPL’s direction, external environment and risks
to the achievements of its plans. Such risks would relate to an assessment of the 4
impact of external environment such as:

-,
'&JJ

3
¢ Impact of changes in government policies on the business environment related O
to BCPL. v
e Political risk which may arise due to change of state or central governments in O
India. .
E o Environment risks that may arise out of changes in environment or some new .
i rules being introduced that may have an adverse impact on the business. u
e Impact of increase / decrease of competition on the decisions of BCPL.
e Impact of introduction of new technologies and new dynamic developments in i
delivery of products/contract.
1.2.2 Commercial Risks O
; These risks relate to the risks to Commercial activities which impact the business
| of BCPL. These could be financial or contractual in nature such as: ‘)
| .
; e Currency exchange fluctuation risk could be a substantial risk if BCPL has n
large exposure to overseas contracts. O

o Inflation risk affects many contracts as the costs may escalate beyond our
estimates and adversely impact the profitability of a contract.
e Liquidity risk, such as delays in payments or over expenditure in a contract, (-
which may affect the working capital requirements.
e Credit risk needs to be considered if BCPL is financing any of the activities of
its associates or others where there is a possibility of a default. L
e Risk of a failure of a contractual relationship, where an associate may fail to
perform thereby adversely affecting the performance of BCPL.

1.2.3 Business Risks ‘ {
© These risks arise while BCPL is putting in efforts to source business. These risks N
would include: €J
e Impact of competitive environment with the advent of large number of {
MNCs, Domestic Players & other PSUs. N
o Impact of Pre-Qualification (PQ) criteria as defined in several tenders as a I
practice. Lack of credential & Turnover to meet such criteria. L
e Reducing domestic market and demand for catalyst business.
e Lack of diversified business areas.
e Lack of presence in international market (Own/Joint Ventures)

8|Page
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1.2.4

1.2.5

1.2.6

1.2.7

Riskh Management Polies

Operational Risks
These risks arise while performing the core business of BCPL. These risks would

include:

e Risks in carrying out operations and production due to inadequate or
inexperienced human resources / inadequate infrastructyre.

e Market risks that may arise due to changes in market place, the demand
supply, new trends which may impact the production.

e Risk of physical damage to assets or threats to physical safesy.

e Risks of delay due to delays by vendors in supplying goods / equipments /
technical know-how. :

e Risks of delay due to delays by vendors executing various contracts on behalf
of BCPL.

e Risk of cost escalations or cost over runs.

Technical Risks
These risks would include:

e Risk of failure of equipment or risk in management of assets.
e Risk of some obsolete technologies currently being used by BCPL which may
have an adverse impact on its business prospects or efficiencies.

Financial or Systems Risks
Financial or Systems risks would include:

e Risks associated with financial controls.
e Risk of failure of system such as frauds.

Compliance Risks

These risks would include:

o Environment risk while executing certain projects and the risks of delay that
may be introduced if environmental clearance is delayed.

e Any other risks due to the need to meet regulatory requirements e.g. obtaining
completion certificates etc.

1.3 Process of Risk Management

1.3.1

9|Page

Identification of Risk

The first step in the management of risk is to identify the potential risks. Risks are
about events which when triggered cause problems. Hence, risk identification can
start with the source of problems or with the problem itself.

e Source Analysis: These may be internal or external to the system e.g. internal
could be the employees of BCPL and external could be the stakeholders.
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Problem Analysis: These are the risks related to identified threats e.g. threat of
losing money or threat of accident etc. The threat may exist with various
entities such as customers, legislative bodies etc.

START
i
p—
I 1
Hazard
identification & Exposure
Characterisation Assessment

1.3.2 Methods of Risk Identification

10|Page

Objective based Risk Identification: This involves identifying events which
may endanger achieving an objective either partly or completely.

Scenario based Risk Identification: Any event that may trigger off undesired
scenarios is identified as a risk.

Taxonomy based Risk Identification: Based on Taxonomy (breakdown of
possible risk sources) and identification of best practices a questionnaire is
complied whose answers reveal risks.

Common Risk Checking: In several industries lists with known risks are
available. The check list can be used to assess the risk in a particular situation.

Risk Mapping: This is a combination of the above methods. A matrix is
created under which the impact/consequences of different risks on various

\ factors are charted.
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, A Risk Identification matrix is given in Table 1
Table - 1: Risk Management Identification
{ Y
7Y AREAS OF IMPACT
ASSETS Revenue | Cost People Community Performance Timing Environment Intangibles ORG
Commercial &
3 Legal
", 1 | Economic
» Human Resource
{ ?} Natural Events
Political
Technology
Management
Activity & Control -
Tndividual Activity
9
B
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Assessment of Severity of Risk
Once a risk has been identified, it has to be assessed based on:

e The potential severity of loss (Impact)
o The probability of its occurrence (likelihood)

Once these two factors have been identified and rated, the overall severity of
risk can be determined on a scale. While the severity of loss may be easy to
measure and quantify, the probability of occurrence may require educated
guesses. However, determining the probability of occurrence is necessary to
properly prioritize the implementation of risk management plan.

Since statistical information on probability of occurrence of past incidents is
rarely available, hence the probability may have to be determined using
experience and judgement of the risk assessing officer.

The Table — 2 below gives the rating of “Severity of Loss” (Impact) on 5

Point Scale and Table — 3 gives the probability of “Occurrence”
(Likelihood) also on a 5 Point Scale.

Table — 2: Quantitative Data and Risk Expressions to Measure “Impact”

Level

Descriptor Example Detail Description

Insignificant

Low financial loss, no disruption to capability, no
impact on community standing

Minor

Medium financial loss, minor disruption to
capability, minor impact on community standing

3 Moderate

High financial loss, some ongoing disruption to
capability, modest impact on community standing

Major

Major financial loss, ongoing disruption to
capability, major impact on community standing

. Mission critical financial loss, permanent

Catastrophic disruption to capability and ruinous impact on

community standing
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Table — 3: Quantitative Data and Risk Expressions to Measure “Likelihood”

Level Descriptor Example Detail Description
1 Rare May occur only in exceptional circumstances
o) Unlikely Could occur at some time
3 Possible Might occur at some time
4 Likely Will probably occur in most circumstances
Almost Certain Is expected to occur in most circumstances
The Severity of Risk can then be determined using she formula:
Potential severity of loss (Impact) * Probability of occurrence (likelihood) = Risk
The severity of risk can then be assessed as follows:
25 Points =E: Extreme Risk, Immediate action required at highest level (MD/Board
Members)
20 Points =H: High Risk, Attention of Senior Management & Board Members
15 Points =M: Moderate Risk, Action by Departmental Head / Strategic Business Unit
Heads
10 Points and below = L: Low Risk, Manage with routine procedures

13|Page
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1.4Risk Categories

Before we can plan for management of risk, we need to identify different types of risks
faced by the entity and the severity of those risks. Proper identification of risks in an
enterprise is itself a major task, as it is those risks on which the organization will

focus.

As the risk environment is so varied and complex, it is useful to group potential events
in to risk categories. By aggregating events horizontally across an organization and
vertically within operational units, management develops an understanding of the
inter-relationship between events, gaining enhanced information as a basis for risk

assessment.

The main categories to group individual risk exposures are as follows:

14|Page

Table - 4: Risk Types

Human Resources

Risks that relate to human resources
of BCPL. These risks can have an
effect on BCPL’s human capital with
regard to:

o Integrity and Honesty;

¢ Recruitment;

¢ Skills and Competence;

¢ Employee Wellness

¢ Employee Relations;

« Retention; and

e Occupational Health & Safety

Knowledge
Management

and

Information

Risks relating to BCPL’s management
of knowledge and information. In
identifying the risks consider the
following  aspects  related  to
knowledge management;

o Availability of information;

o Stability of the information;

o Integrity of information data;

¢ Relevance of the information;

e Retention and Safeguarding.

eMapping &  Traceability of

Documents.

Litigation

Risks that BCPL might suffer losses
due to litigation and lawsuits against
it. Losses from litigation can possibly
emanate from:
e Claims by employees, the public,
service providers and other party.

e,
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o Failure by BCPL to exercise certain
rights those are to its advantage.

Loss / theft of assets

Risks that BCPL might suffer losses
due to either theft or loss of an asset of
BCPL.

Risk)

Material Resources (Procurement

Risks relating to BCPL’s material
resources. Possible aspects to consider
include:
¢ Availability of material;
eCosts and means of acquiring /
procuring resources; and
o The wastage of material resources.

Product/Service Delivery

o

Every organization exists to provide
value for its stakeholders. The risk
will arise if the appropriate quality of
product or service is not delivered to
the stakeholders.

ey

Information Technology

The risks relating specifically to

BCPL’s IT objectives, infrastructure

requirements, etc. Possible

considerations could include the

following when identifying applicable

risks:

e Technology / IT Infrastructure
availability (uptime);

o Effectiveness of technology /
Obsolescence of technology;

e Applicability = of  latest IT
infrastructure;

o Integration / Interface of the
systems;

e Disaster Recovery System.

Third Party Performance

Risks related to BCPL’s dependence
on the performance of a third party.
Risk in this regard could be that there
is the likelihood that a service
provider might not perform according
to the service level agreement entered
into with BCPL. Non performance
could include:
e Qutright failure to perform;
¢ Not rendering the required service
in time;
e Not rendering the correct service;
and
e Inadequate / poor quality of raw -
material/performance.

Health and Safety

-| Risks from occupational health and

1S|Page

1e>




Risk Managem

Year 2015

safety issues e.g. injury on duty;
outbreak of disease within BCPL.

Disaster Recovery / Business
Continuity

Risks related to BCPL’s preparedness
or absence thereto to disasters that
could impact the normal functioning
of BCPL e.g. natural disasters, act of
terrorism etc. This would lead to the
disruption of processes and product
delivery. and could include the
possible disruptions at the onset of a
crisis to the resumption of critical
activities. Factors to consider include:
Disaster management procedures; and
Contingency planning.

Compliance / Regulatory

Risks related to the compliance
requirements that BCPL has to meet.
Aspects to consider in this regard are:
e Failure to monitor or enforce
compliance;
e Monitoring and  enforcement
mechanisms;
¢ Consequences of non compliance;
and Fines and penalties paid.

Fraud and Corruption

These risks relate to illegal or
improper acts by employees resulting
in a loss of BCPL’s assets or
resources.

Financial

Risks encompassing the entire scope
of general financial management.
Potential factors to consider include:
Cash flow adequacy and management
thereof;

 Financial losses;

* Wasteful expenditure;

e Budget allocations;

« Financial statement integrity;

¢ Revenue collection; and

o Increasing operational expenditure.

Cultural

Risks relating to BCPL’s overall
culture and control environment. The
various factors related to
organizational culture include:

e Communication channels and the

effectiveness;

e Cultural integration;

o Entrenchment of ethics and values;

¢ Goal alignment; and

| e Management style.
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Reputation

D

Factors that could result in the
tarnishing of BCPL’s reputation,
public perception and image.

! Economic Environment

D)
-y

Risks related to BCPL’s economic
environment. Factors to consider
include:

o Inflatign;

o Interest rates.

o Foreign exchange fluctuations; and

Political Environment

D0 0000

Risks emanating from political factors
and decisions that have an impact on
BCPL’s mandate and operations.
Possible factors to consider include:

¢ Political unrest;

eLocal, Provincial and National
elections; and

¢ Changes in office bearers.

Social Environment

Risks related to BCPL’s social
environment. Possible factors to
consider include:

¢ Unemployment; and

* Migration of workers.

§ Natural Environment

Risks relating to BCPL’s natural
environments and its impact on
normal operations. Consider factors
such as:

e Depletion of natural resources;

« Environmental degradation;

o Spillage; and

e Pollution.

{ Technological Environment

Risks emanating from the effects of
advancements and changes in the
technology.

1.5 Assessment of Risk & It’s Treatment Plan

Once the different types of risk in BCPL, have been enumerated using the different
categories of risks as enumerated above, it is recommended that a risk register be
prepared, wherein the different types of risks are elaborated, their consequence is
identified, and together with consequence rating and likely rating on a five point
scale as outlined earlier, to arrive at the severity of risk.

1.5.1 Treatment of Risk

Once risks have been identified and assessed, the four major methods of treatment
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of risk are:

v" Avoidance of risk (eliminate)

v Reduction of the risk (mitigate)

v' Transfer the risk (outsource or insure)
v" Retain the risk (budget the risk)

1.5.1.1

1.5.1.2

1.5.1.3

1.5.14

Avoidance of Risk: This means not performing an activity which carries the
risk e.g. not buying of a business, or not buying of a property or not bidding for
a contract with unfavourable conditions etc. '

Reduction of Risk: This involves reducing of severity of loss or likelihood of
loss. Thus building secure networks is a method of reduction of risk of leakage
of data. Similarly in the development of new product, having well defined
check points reduces the risk of big loss due to failure in development etc.

Transfer of Risk: Outsourcing is a method of reduction of risk, if the
outsourcer has higher capability of managing the risk e.g. a specialist in a
particular area may have a lower risk of failure. This strategy is often used by
sticking to core competence only. Purchase of an insurance contract is a
method of transfer of risk.

Retention of Risk: Once a risk is accepted, it is equivalent of self insurance and
its cost should be built into the budget. Risks that are not avoided are retained
by default. However, large risks have to be managed and assessed. Greater the
risk, greater should be the plan for its mitigation. Thus, the risk of failure ofa
merger is mitigated by having a meticulous merger plan and reviews at

v appropriate levels.

1.5.2 Actions to Control or Reduce Likelihood of Risk

Granted that risk is inherent in the process of business of BCPL, the risk can be
" reduced or controlled by taking some of the following actions:

1.5.2.1
1.5.2.2

1.52.3

1.5.24
1.5.2.5
1.5.2.6
1.5.2.7
1.5.2.8
1.5.2.9

Undertaking risk review and compliance programs.

Prepare contract conditions which will control or reduce the risk e.g. insurance
of contract employees against accidents.

Formal reviews of requirement, specifications, design, operations, production
and sales

Provision for inspection and control of process/building conditions.

Investment and portfolio management with a view to control risks.

Project Management e.g. to reduce risks of time and cost over runs

Preventive maintenance to reduce risk of breakdowns

Quality standards, quality assurance and quality management

Structured training to sensitize on risk and risk management

1.5.2.10 Proper supervision and testing of materials
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1.5.2.11 Putting in place proper governance processes

1.5.3 Procedures to reduce or Control Consequences
Since risk is inherent in the business of BCPL, we need to look at various

procedures to reduce or control the consequences of risk. Some of these are as
follows:

1.5.3.1 Contingency planning to control the consequences

1.5.3.2 Contractual arrangements to limit the risk

1.5.3.3 Design features to reduce the risks e.g. safety factors or standby equipment.
1.5.3.4 Disaster management plan in the event of a disaster

1.5.3.5 Fraud control planning

1.5.3.6 Pricing policy and controls

1.5.3.7 Succession planning

1.5.3.8 Insurance

1.5.3.9 Public Relations

1.5.3.10 Minimizing exposure to source of risk
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2. RISK MANAGEMENT PLAN

To put a risk management plan in action, we need two actions:
a) To conduct a risk assessment exercise, through which the various types of risks are
identified, documented and the plan of risk management articulated.

b) To put a management structure in place that shall be responsible to implement the risk
management plan and to coordinate the corrective action in the event of a risk
materializing.

2.1 Assessment of Risk and its Treatment Plan

Once the different types of risk in BCPL have been enumerated, using the different
categories of risks as enumerated above, it is recommended that a risk register be
prepared, wherein the risks are elaborated, their consequence is identified, and
together with consequence rating and- likelihood rating on a five point scale as
outlined earlier, to arrive at the severity of risk.

2.1.1 Development of a Risk Register
To begin with, we need to identify and document the different types of risks,

impact of risks, consequences, likelihood etc.

The risk assessment document is to be reviewed and accepted by the SBU
Head and the Manager who is accountable for the activity.

For each risk that is identified, a risk register record shall be created. This shall
comprise of the following information:

Source of risk i.e. what is the area and cause of the risk.

Nature of risk i.e. whether the risk is financial, safety, health, environment
risk etc.

The existing controls that are applied to mitigate or reduce the risk.
Consequences and likelihood of the risk.

Initial risk rating

Vulnerability of the risk to external or internal factors.

Further, over time the nature and severity of risk may also change and hence it
is advisable that the Risk Register be reviewed periodically, at least once every
year. The suggested format of risk register is given below:
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Table - 5: Risk Register

Date of Risk Review:
s : o

Function/Activity:
£
- Completed By: Date:

Reviewed By: ’ Date:

Ref The Risk: What can | The Consequences of | Adequacy | Consequence | Likelihood | Level of Risk
Happen and How it | an Event Happening | of Existing | Rating Rating Risk Priority

. can Happen Controls
(l‘ Consequences | Likelihood

O

2.2Risk Treatment Schedule & Plan
Based on Risk Register to be created, a risk treatment schedule is to be prepared and a
‘Risk Action Plan’ is to be finalized which lays down the risk treatment plan in order
of risk priority as outlined in the Risk Register. Procedures & methods of mitigation of
risk are based on guidelines given above.

This documént outlines the action plan and the management controls to mitigate the
risks. It will indicate the following:

e Who is responsible for the implementation of the risk treatment plan?
e What resources are to be used?

e What is the budget allocation?

e What is the implementation time table?

¢ Details of the control mechanisms

o The frequency of review of compliance with the treatment plan

The table below gives the Risk Treatment Schedule and the Risk Action Plan. These
are essential part of the identification, treatment and management of risk.

2.2.1 Risk Treatment Schedule and Plan
The format of the Risk Treatment Schedule and Plan is given below in Table — 6
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Table — 6: Risk Treatment Schedule and Plan

Date of Risk Review:

Function/Activity:

Completed By: Date:

Reviewed By: Date:

The Risk In -| Possible Preferred
Priority Order Treatment Options

Form Risk Options
Register

2.2.2 Risk Action Plan
A risk action plan needs to be prepared for each of the risk that is identified,

clearly outlining the proposed actions, resources required, person responsible
and the time by which it is to be completed. This is given in table 7 below:

Table — 7: Risk Action Plan

Item
1 Risk

Summary

Action Plan Recommended Response and Impact

1 Proposed Actions

2 Resource Requirements

3 Responsibilities
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4 Timing

2.3 Risk Treatment within Organization

o In order that the risk management gets the priority it deserves, the policy needs
to be driven and implemented from the Board Level, with one of the directors
being made in — charge. The Director in — charge of ‘Internal Audit’ could also
be made in — charge of Risk Management.

A high level responsibility for Risk Management shall provide the resources and
authority to mitigate risks effectively. Risk Management is not just a technical
or financial issue but is an organizational management issue.

A Chief Risk Officer (CRO) needs to be appointed (below Board Level), who
shall be responsible for co-ordinating the development and maintenance of risk
management policies, procedures, standards and forms for the carried out.

The CRO shall ensure that the risk assessment process is performed at least once
annually and an update should be carried out.

The CRO shall ensure that the departmental heads are aware and in agreement
with the risk assessment and risk management plan and that they are aware of
the risks of failure.

The CRO shall report to the Board members on the key risk areas every year and
also outline the mitigation measures undertaken.
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3. EVALUATION OF RISK MANAGEMENT POLICY

In order to make sure that all elements of the Risk Management Policy are in place, it is
suggested that the check lists below be used to evaluate and improve their risk
management frameworks and strategies. The check list identifies elements of good
practices which if applied would ensure that the risk management framework is
appropriate, effectively implemented, and integrated with the government policies and
structures. )

3.1 Appropriate Risk Management Strategies:

Since a Public Sector Organization would have deliberated and prepared an
appropriate risk management strategy and risk management processes commensurate
with the nature, frequency and magnitude of risk, it shall be useful to use the below
mentioned check list to ensure that the risk management strategies are in place. In case
some of them are not fully in place, the check list would also indicate an action plan
and a target date for completion.

Table - 8: Appropriate Risk Management Strategies

Good Practice Good Practice Action Plan Target Date
Management

Does your organization:

Have an explicit, stated risk | Yes
management policy? In Part
No

ojooao

Have an organization — wide | Yes
strategy, plan or-program that is
coordinated at a central or | In Part
corporate level?

0

1]

No

Assign  organizational  risk | Yes o
management responsibility
clearly? That is, has a specific
structure defining | In Part
responsibilities, accountabilities
and  measures for  risk
management? No

1]

Have a formal process (with | Yes
defined stands and criteria) for | In Part
identifying and analysing risks? | No

ooaoo

1]

Identify and assess the main | Yes
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Good Practice

Good Practice
Management

riske relating to each of its

Action Plan

Target Date

declared goals objectives and | In Part =
planned outcomes?

No =
Link risk assessments to| Yes =
government policy,
organizational  goals, ar?d In Part =
stakeholders? No =
Apply risk management to the | Yes =
whole of its business operations, | In Part =
products and sales? No =
Develop separate, formally | Yes B
documented risk treatment plans
that describe the nature of | In Part =]
current risk controls?

No e
Have  formal  documented | Yes o
contingency plans for disaster
recove%y pand business In Part =
continuity? No o

3.2Effective Implementation of Risk Management:

For an organization to understand as to whether it is implementing the risk

management strategies effectively, it needs to ensure that:

e It understands the risks thoroughly.
e It applies the proposed risk management strategies and processes to the intended

functions and activities.

e It is able to confirm by reviews that its risk management strategies are providing
the desired values and outcomes.

The check list below identifies the ‘Good practices’ for effective implementation of
risk management. By carrying out such a review, those practices which need to be still
implemented are identified and an Action Plan and a Target implementation date are
determined for review, thereby ensuring that good management practices have been

out in place.
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Table - 9: Effective Implementation of Risk Management

Good Practice

Good Practice

Management

Action Plan

Target Date

Does your organization:

Have a risk management
coordinated committee or
unit?

Yes
In Part
No

Formally review its risk
management strategy at
least annually?

Yes
In Part
No

Ensure that all risk
management actions
directed by the executive
and Board are formally
reported back to them to
confirm their progress or
completion?

Yes

In Part

No

olooojooan

o

Have methods to identify
and evaluate risk controls
according to their

effectiveness, cost, cost — |

benefit and compliance
requirements?

Yes

In Part

No

a

Regularly review and test
risk controls and
contingency plans?

Yes
In Part
No

Ensure that other
organizations it works
with (like contractors,
vendors and  service
providers) have suitable
risk management practices
that meet your standards?

Yes

In Part

No

ojooa

1]

Formally document, report
and address non-
compliances, hazards,
incidents, accidents, losses
and claims?

Yes

In Part

No

Formally communicate its
risk management strategy
with stakeholders to assess
understanding and
commitment?

Yes

In Part

No

Provide at least annually
risk management training
to staff that is tailored to
the needs of the

Yes

In Part
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Good Practice

Good Practice
Management

Action Plan

Target Date

organization?

No

Measure and monitor
improvements to business
processes as a result of its
risk management
strategies (e.g. reduction
in cost of operations,
number of incidents etc)

Yes

In Part

No

a

3.3 Integration of Risk Management into Governance Processes

For effective risk management in BCPL, it is necessary that the risk management is

integrated into its governance process. Such action shall ensure:

e That BCPL shall apply risk management as clear part of its strategic and business
planning considerations at all critical levels of the organization.

e It shall incorporate indicators of risk and risk management into its governance
and management structures.

e That its Board and/or executive management are properly informed of the

exposure of the organization to risk.

e The Board is directly involved in setting and reviewing the organization’s risk
management strategies.
e That the Board allocates sufficient and suitable resources to risk management,
taking into account the nature and level of identified risk.

The check list is useful for assessing if the risk management practices are integrated
into the governance structure and strategic management processes.

Table - 10: Risk Managenient Integrated into Governance Structures & Strategic Management Processes

Good Practice

Good Practice

Management

Action Plan

Target Date

Does your organization:

Ensure that executive | Yes o
management directly lead

and strategically manage | In Part o
the organization’s risk

management processes No =
Involve executive | Yes o
management  in  the

identification and | In Part o
assessment of the
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Good Practice Good Practice Action Plan Target Date
Management

organization risks? No o \

Ensure that executive | Yes o

management confirm that
the organization’s risk
management framework | In Part a
and strategies match the
key risks of  the

organization? No : o

Formally report risks and | Yes =

risk management actions

with sufficient detail to the | In Part o

executive and Board to
ensure these are properly | No - i
understood?
Explicitly incorporate key | Yes = ~
performance indicators of | In Part o

risk and risk management | No o

into its governance and P
management processes? ?
Has its audit committee | Yes o

oversight its risk | In Part =

management? No o «;
Allocate adequate | Yes = oo
resources for ongoing ?
implementation of risk | In Part = ;
management policies,

plans and procedures? No =

3.4 Alignment with State Sector Risk Structures

Since it is possible that the risks taken by the Public Sector Organizations may also
impact on the Government, it is important that BCPL understands the risks that
impact on the Government. The impact on the Government or on other Public Sector
Organizations can become significant as joined-up government services and policies
are implemented. Consequently, the identification and management of state sector
risks between organizations requires greater attention.

The check list below identifies those good practices which ensure that the State
Sector Risk Structures & Processes are in place.
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Table — 11: State Sector Risk Structures and Processes

Good Practice

Good Practice
Management

Action Plan

Target Date

Does your organization:

Have risk management
structures and processes
that assist in the:

e Identification
e Management and
e Reporting

of key risks that should
properly be drawn to the
attention of the
Government

'Yes

In Part

No

Ensure that there is a
common  understanding
among the organizations
within a portfolio of
relevant state sector risks?

Yes

In Part

No

Regularly share
information  with  the
department and  other
portfolio organizations on
the identification and
treatment ' of
existing/emerging  inter-
organizational risks?

Yes

In Part

No

Include all the
organizations that fall
within a portfolio within
its risk management
strategy? (departments

only)

Yes

In Part

No
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4. KEY IMPLEMENTATION AREAS FOR RISK MITIGATION

The following are the key areas where risk mitigation measures need to be implemented:

4.1 Strengthening of Internal Processes

4.1.1

4.1.2

30|Pa
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Strengthening, Process Benchmarking and Re-engineering for key Business

Processes:

Two key business processes to be focused on —

e Survey and Assessment Process

It's a way of asking involved group of employees what they see as the
most important needs of that group. The results of the survey then guide
future action. Generally, the needs that are rated most important are the
ones that get addressed.

Depending on resources (time, money, and people) a needs assessment
survey may take many different forms. It varies from being an informal
method by just asking around with people or, it could take the form of a
professionally-written survey that is mailed to all concerned employees

¢ Contract Management Process

Contract management or contract administration is the management of
contracts made with customers, vendors, partners, or employees. The
personnel involved in Contract Administration are required to negotiate,
support and manage effective contracts as expensive to train and retain.
Contract management includes negotiating the terms and conditions in
contracts and ensuring compliance with the terms and conditions, as well
as documenting and agreeing on any changes or amendments that may
arise during its implementation or execution. It can be summarized as the
process of systematically and efficiently managing contract creation,
execution, and analysis for the purpose of maximizing financial and
operational performance and minimizing risk.

BCPL needs to strengthen these processes through detailed analysis and should
conduct a benchmarking exercise for its key business processes. The complete
processes should be studied and analysed to make the system more robust and
free from any error which may be potential causes of risks. The exercise should
also aim to derive standards for each activity and if required re-jig processes to
plug loop holes which may be causes of potential risks.

Knowledge Management System (KMS)
KMS should be built to capture the learning of the organization. The KMS will

provide benefits for future projects in terms of handling similar risks in
other projects, providing better estimates of time and cost for specific activities,
estimating occurrences of uncertain events and in capturing the tacit knowledge
and experience of BCPL’s human resource.

[
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(0 4.13 Outcome-linked Performance Management System (PMS)
It is very important that BCPL links performance targets of individuals and

functions/departments with the expected outcomes so as to bring in more
‘Y responsibility, accountability and drive into the personnel engaged in critical
activities. Implementation of an outcome-linked PMS along with process

O benchmarking would clearly bring out the areas due to which overall
'S performance of the organization is slipping.
™ 414 Integrated Project Monitoring System
- A seamless integrated Project Monitoring System is required for quick response
and prompt decision making as well as to bring to attention the areas of short-
fall and for tracking delays.
4.2 Contractor Management
O
o 42.1 Comprehensive Contracting Strategy
- , BCPL needs to draw out a clear Contracting Policy to outline guidelines
(O addressing key contract management issues including incentives and penalties
related with timely completion of contracted work, handling of unforeseen
uncertainties, criteria for allowing contractors to bid etc. This policy should
{ device preventive measures to avoid all contractor related issugs.
O

422 Vendor Rating and Information System (VRIS)

The VRIS will contain the information about all vendors / contractor as well as

limited information about contractors working for competitors. A vendor rating

will be generated through this system based on the credentials of the vendor as

® well as past performance on critical parameters like time and cost overruns. This
system will also capture learning from contracting issues and help in making
more robust contracts.

423 Dispute Resolution Mechanism
A dispute resolution mechanism for early and prompt settlement of contractors’

disputes needs to be operationalized for all projects/jobs/works.

4.3 Preparation for Competition:

43.1 Team for tracking competition
BCPL needs to form a team which will focus on competitive biddings in the

market and tracking of all bidding details for various players. The team will also
search and build up a database of leading players in BCPL’s area of operations
which can be partnered with to participate in competitive bidding. A database of
most competitive vendors should also be constantly maintained and evaluated.
In addition, the team will work on establishing and maintaining benchmarks of
various costs components.
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4.3.2 Detailed cost estimation

The needs to capture costs incurred in current projects/jobs in a manner so as to
enable BCPL to prepare for competitive bids using accurate estimates of various
cost components. E.g. employee costs specific to projects/jobs/assignments, etc.

4.4 Pro-active CSR Activities

44.1

32|Page

Allocation of budget for other than Project-related CSR activities

'BCPL needs to budget for a separate fund for proactive CSR activities in key

States of importance. The activities have to be focused on building a healthy
brand image of the organization with the Government and the inhabitants of the
State.
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5. RISK ORGANISATION STRUCTURE AT BCPL

The Risk Management Policy will be implemented through the establishment of a Risk
Organisation Structure. At the core, a Risk Cell comprising of the Chief Risk Officer
(CRO) has to be formed. The Risk Manager (RM) and Risk Officer(s) (RO) will be line
functionaries, with cross-functional job descriptions — they will perform individual line
duties, and also report to the Risk Cell. The RMs and ROs will therefore hold additional
responsibilities for risk reporting beyond their line duties.

The overall monitoring of the Risk Cell will be done by the Director (Finance). The Board
will review the status and progress of the risks and risk management system on a regular
basis through the Audit Committee. All personnel forming a part of the Risk Organisation
Structure have to be trained on the company’s risk management system.

Board of Direttors :

Risk Commj;fee | |

- Chief Risk Officer |

Risk Manager

w,

Risk Officer(s)

(Risk Management Org Chart)

5.1Roles and Responsibilities
The Board will review the risk management policies and system periodically

e The Managing Director will be responsible for ensuring that the risk management
system is established, implemented and maintained in accordance with this policy.

o Assignment of responsibilities in relation to risk management will be the
prerogative of the Chief Risk Officer.

e The Risk Manager(s) will report to the Chief Risk Officer for the implementation
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of this Policy within their respective areas of responsibility.

Risk Manager(s) will also be accountable to the Chief Risk Officer for
identification, assessment, aggregation, reporting and monitoring of the risk related
to their respective areas

Risk Officer(s) will be responsible for identification, preliminary assessment,
reporting and monitoring the risks related to their individual offices / factories /
units.

o
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6. RISK MANAGEMENT INFORMATION SYSTEM (MIS)

o
-~

An enterprise-wide integrated Risk Management Information System (MIS) needs to be
implemented by BCPL. Currently risks are not captured even after the project/job
completion. There is no prevalent mechanism to document the risks faced during the project
life cycle such as various delays happened on the project and the key reasons for the same,
etc.

However, such information is needed at all levels of the organization to identify, dssess and
respond to future occurrences of risk events. Pertinent information from both internal and
external sources must be captured and shared in a form and timeframe that equips personnel
to react quickly and efficiently. Effective communication would also involve the exchange
of relevant data with external parties, such as customers, vendors, regulators etc. Further,
both historical and current data needs to be collected. Historical data tracks actual
performance against target, identifies trends, correlate results and forecasts performance.
Historical data also provides early warning signals concerning potential risk-related events.
Current data gives management a real time view of risks inherent in a process, function or
unit. This will enable BCPL to alter its activities as needed in keeping with its risk appetite.

BCPL needs to start preparing ‘Risk Registers’ as an immediate measure. The Risk
Registers will be maintained at the Risk Manager(s) level for capturing comprehensively all
risks in all functional and business areas of the organization. Each risk will be identified,
categorized and assessed using the methodology as specified in sections of the policy
above.

The Risk Manager(s) would have access to Risk Registers of the Risk Officer (s) under the
span of control and would be responsible for monitoring them. Chief Risk Officer would in
turn monitor all risks at the Risk Manager(s) level. The ‘Risk Register’ should contain the
following information: '

Description of the risk
The impact, should the event actually occur

A summary of the planned response, should the event occur

YV V V VY

A summary of the mitigation plan (i.e. the actions taken in advance to reduce the
probability and/or impact of the event)

» The responsible function / person

35|Page

11y



Risk Management Pohicy

Year 2015

7. ACTIVITY DETAILS FOR MAINTENANCE OF THE RISK
MANAGEMENT SYSTEM

; The Risk Cell will be the key group which will work on an ongoing basis within the risk
framework outlined in this policy to mitigate the risks to BCPL’s business as it may evolve
over time.

O

Effective maintenance of the system will require the following actions:

= The Risk Cell, under the guidance of Chief Risk Officer (CRO), will meet periodically ;
with the Risk Manager(s) (RM) and / or Risk Officer(s) to identify specific business L7
risk and analyse the risk in terms of consequences, if the risk materialises.

* Among all the risks identified the Risk Cell will prioritise and focus on key risks and -
their mitigation measures. |

7.1 Evaluation and Control

7.1.1 Identified risks will be assessed in terms of potential consequences and cost of .
impact. ©

7.1.2 Risks will be ranked in accordance with their likely impact. )

7.1.3 The acceptability of each identified risk will be assessed.

7.1.4 Proposed actions to eliminate, reduce or manage each material risk will be
considered and agreed. )

7.1.5 Responsibilities for the management of each risk will be assigned to appropriate
managers.

Based on a cost/benefit assessment of a risk, as is undertaken, some risks may be judged

as having to be accepted because it is believed mitigation is not possible or warranted.

@

7.2Monitoring €
As the risk exposure of any business may undergo change from time to time due to
continuously changing environment, the updation of the Risk Matrix will be done on a

regular basis. The following process will be followed: ()

7.2.1 On an immediate basis ()

Escalation of risks which have substantial impact to the business and meet
determined escalation tolerance levels to the relevant Risk Manager or Risk Cell.

722 Monthly O

+ The appointed Risk Manager(s) will review the status of risks and treatment
actions with key staff in their respective areas.

« Any new or changed risks will be identified and escalated, if deemed
necessary.
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+ Particular emphasis is to be given to risks with high ratings and their
corrective actions.

7.2.3 Semi-annually

The Risk Cell will report its collective findings to Audit Committee to the Board
on a semi-annual basis.

7.2.4 Annually

o The risk management process is reviewed by the Board for efficiency
and effectiveness. | ,

o The risk contexts for each project/job/assignment are reviewed.

¢ The Risk Management Plan is subjected to annual Risk Audit.

Everyone in BCPL is responsible for the effective management of risk. All staff is
responsible for identifying potential risks. Management is responsible for developing
risk mitigation plans and implementation of risk reduction strategies. The risk
management process will be integrated with other planning, production and sales
processes as well as management activities.

7.3 Approval of the Policy

The Board will be the approving authority for BCPL’s overall Risk Management
System. The Board will, therefore, monitor the compliance and approve the Risk
Management Policy and any amendments thereto from time to time.

7.4Review of the Policy

The po‘licy will be the guiding document for risk management at BCPL and will be
reviewed as and when required due to the changes in the risk management regulations/
standards/ best practices as appropriate.
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Disclaimer

This framework has been prepared by VMC Management Consulting Pvt. Ltd., a premier business
consulting house in India. The content of the framework is designed with the information provided
by Bengal Chemicals & Pharmaceuticals Ltd. (BCPL) and information available in public
domain, which we believe to be correct at the time of updating. However, VMC Management
Consulting Private Ltd., its directors or employees can’t be held liable for the validity of the
information provided.

Information listed in various parts of the framework is as per the information as provided by
BCPL (as information only). Users should check with BCPL for full details prior to making any
decisions regarding the same. VMC Management Consulting Pvt. Ltd. will not be liable for any
loss, damage, cost or expense incurred or arising by reason of any person using or relying on
information in this framework.
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List of Personnel Met
S.No. NAME - DESIGNATION
1 E. A. SUBRAMANIAN MANAGING DIRECTOR
2 P. M. CHANDRAIAH DIRECTOR - FINANCE
3 AJAY CHAUDHARY DGM - MARKETING
AGM - HR & ADMIN

4 TAPAN CHAKRABORTY
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